
 

 
 

 

 
 
 

 
 

AWS Certified Cloud Practitioner Practice Tests 
 

 
 

 

 
SK Singh 

 
AWS, Kafka, Hadoop, Unix, Oracle, Java Certified 

Founder, Software, Cloud, Data Engineer 



Copyright © 2021 KnoDAX All rights 
reserved 
 
 
ISBN:  

 
 

 
 

 
 
  



Table of Contents 
TEST SET 1 - PRACTICE QUESTIONS ONLY........................................................................................................... 6 

TEST SET 1 - PRACTICE QUESTIONS AND ANSWERS .......................................................................................... 19 

TEST SET 2 - PRACTICE QUESTIONS ONLY....................................................................................................... 109 

TEST SET 2 - PRACTICE QUESTIONS AND ANSWERS ........................................................................................ 124 

TEST SET 3 - PRACTICE QUESTIONS ONLY....................................................................................................... 208 

TEST SET 3 - PRACTICE QUESTIONS AND ANSWERS ........................................................................................ 223 

TEST SET 4 - PRACTICE QUESTIONS ONLY....................................................................................................... 310 

TEST SET 4 - PRACTICE QUESTIONS AND ANSWERS ........................................................................................ 326 

TEST SET 5 - PRACTICE QUESTIONS ONLY....................................................................................................... 433 

TEST SET 5 - PRACTICE QUESTIONS AND ANSWERS ........................................................................................ 448 

TEST SET 6 - PRACTICE QUESTIONS ONLY....................................................................................................... 554 

TEST SET 6 - PRACTICE QUESTIONS AND ANSWERS ........................................................................................ 568 

 
 

  



 
 
Take a chance! All life is a chance. The man who 
goes farthest is generally the one who is willing 

to do and dare. -- Dale Carnegie 

 

Introduction 
 

Congratulations, these are the highest 
quality practice tests for the AWS Cloud 
Practitioner Certification Exam. These 
practice tests will help prepare you 
thoroughly for the real exam so that you get 
to pass the exam with ease. There are six 
practice exams with 65 questions each, and 
each set of practice exams includes questions 
from all domains of the latest CLF-C01 



exam. All 390 practice questions are added 
to reflect the difficulty of the real AWS exam.  
You can also find these practice tests on Udemy 
if you would like to practice them like an 
exam simulation.  
 
We recommend re-taking these practice tests 
until you consistently score 80% or higher - 
that’s when you’re ready to take the exam 
and achieve an excellent score! 
  

https://www.udemy.com/course/aws-cloud-exam-knodax/?referralCode=B76F5E09026C34FB4908


 

Test Set 1 - Practice Questions Only 
 

Question 1: 
Which of the following is not a pillar of AWS Well-Architected Framework? 

A. Security 
B. Reliability 
C. Scalability 
D. Sustainability  

 

Question 2: 
Which of the following AWS services can perform multiple builds concurrently? 

A. AWS CodeStar 
B. AWS Code Build 
C. Amazon CodeGuru 
D. AWS CodeCommit 

 

Question 3: 
Which of the following AWS services can you use to find trends related to your AWS cost and 
usage? 

A. AWS CloudWatch Dashboard 
B. AWS Cost Explorer 
C. AWS Organizations 
D. AWS Budgets 

 

Question 4: 
You have deployed a web application on an EC2 instance which allows users to upload images 
into S3 buckets. You have users all over the world for this application. Which of the following 
services would you use to make the experience as good as possible for worldwide users? 

A. Amazon CloudFront 
B. AWS S3 Accelerator 
C. AWS Global Accelerator 
D. Edge Locations 



 

Question 5: 
Which of the following design principles is related to the Operational Excellence Pillar of the AWS 
Well-Architected Framework? 

A. Perform operations as code 
B. Protect data in transit and at rest 
C. Experiment more often 
D. Maximize utilization 
 

Question 6: 
Your application is writing logs to CloudWatch. However, there is an issue with the application. 
To troubleshoot the issue, you need to search through around 1000 log files on the CloudWatch. 
Which options on the AWS CloudWatch can you use to run regular expressions like query to 
search through 1000 logs? 

A. Log Groups 
B. Insights 
C. Rules 
D. Event Buses 

 

Question 7: 
Which of the following is the most efficient way to access DynamoDB from an application 
running on an EC2 instance? 

A. Internet Gateway Endpoint 
B. VPC Gateway Endpoint 
C. VPC Interface Endpoint 
D. Virtual Private Endpoint 

 

Question 8: 
Which AWS services should you use to detect customer sentiment and analyze customer 
interactions to categorize inbound support requests automatically? 

A. Amazon Kendra 
B. Amazon Textract 
C. Amazon Transcribe 
D. Amazon Comprehend 
 

Question 9: 
Which of the following is a persistent block storage service? 

A. Amazon EFS 
B. Amazon EBS 
C. Amazon S3 
D. Amazon EC2 Instance Store 
 

Question 10: 
You have been planning to deploy an event-driven microservices applications to the AWS cloud. 
You have around 200 microservices in the application. Which of the following services of AWS 
you can use to help troubleshoot performance issues of a particular microservice? 

A. Amazon Macie 



B. AWS Lambda 
C. AWS CodeStar 
D. AWS X-Ray 

 

Question 11: 
Which of the following services can you use get recommendations about what Reserved Instances 
to purchase based on your historical AWS usage? 

A. AWS CloudWatch Dashboard 
B. AWS Cost Explorer 
C. AWS Organizations 
D. AWS Budgets 

 

Question 12: 
Which of the following statements is not true about Security Group? 

A. EC2 Security Groups are stateless. 
B. You can assign multiple Security Groups to an EC2 instance. 
C. There are quotas about how many rules per Security Groups allowed. 
D. When you create VPC, it comes with a default Security Group. 

 

Question 13: 
You have a use case where you need to use on-premises data to build machine learning models 
using AWS SageMaker. Which of the following AWS  Storage Gateway types can you use to copy 
on-premises files to S3 cost-effectively? 

A. Tape Gateway 
B. File Gateway 
C. Volume Gateway 
D. AWS Direct Connect 

 

Question 14: 
You have many developers in your organization who are busy architecting, designing, and 
developing the code using Java as the main programming language. Your senior developers who 
are involved in the code review process complain about not having enough bandwidth for quality 
code review. In addition, there are many critical pull requests which are pending to be reviewed. 
Which of the following AWS tools can you use to help speed the code review process? 

A. AWS CodeStar 
B. AWS CodeBuild 
C. Amazon CodeGuru 
D. AWS CodeCommit 

 

Question 15: 
Which of the following services is FREE? 

A. AWS WAF 
B. AWS Shield Advanced 
C. AWS Shield Standard 
D. Amazon S3 

 



Question 16: 
You are working as a DevOps lead in your company. The software engineering team is deploying 
a new application in the test environment. However, the developer who is deploying the 
application doesn’t have access to the EC2 instance of the test environment. Which features or 
services can you use to provide temporary credentials to the developer so that the developer can 
deploy the application in the test environment? 

A. AWS Security Token Service 
B. AWS Secrets Manager  
C. AWS Web Application Firewall 
D. Amazon Cognito 

 

Question 17: 
You are looking for the most cost-effective option to run around 1000 ETL jobs for about 1 month. 
Each of them runs hourly every day. You are ok if these jobs are interrupted as you have added 
a hook to handle the interruption to save the state of a job so that next time the job gets the 
instance, the job resumes from the state it was interrupted. Which of the following EC2 Instance 
types would be the most cost-effective option? 

A. On-Demand Instance 
B. Reserved Instance 
C. Spot Instance 
D. Dedicated Host 

 

Question 18: 
The AWS team in your organization is involved in automating many processes such as account 
creation and applying policies to the group of accounts. Which AWS services can you use to create 
AWS accounts programmatically? 

A. AWS IAM 
B. AWS Roles 
C. AWS Management Console 
D. AWS Organizations 

 

Question 19: 
What is the time limit of an AWS Lambda function per execution? 

A. 5 min 
B. 10 min 
C. 15 min 
D. 20 min 

 

Question 20: 
You are working as VP of software engineering. You have been asked to find out the organization-
wide security posture of the AWS environment in your organization by automated checks based 
on a security best practice. Which of the following AWS services can you use for this use case? 

A. AWS Security Hub 
B. AWS Encryption SDK 
C. AWS Secrets Manager 
D. AWS Artifact 

 



Question 21: 
Which of the following statements is NOT correct? 

A. AWS WAF can be deployed on Amazon CloudFront. 
B. AWS WAF can be deployed on Amazon API Gateway 
C. AWS WAF can be deployed on Amazon S3 
D. AWS WAF can be deployed on Application Load Balancer 
 

Question 22: 
You would like to bring your Windows license, which is based on number of cores, to AWS 
Cloud. Which of the following instance types can you use for your Windows license? 

A. On-Demand 
B. Spot Instance 
C. Reserved Instance 
D. Dedicated Host 

 

Question 23: 
You are executing an AWS Lambda function to process a file when it is uploaded to an S3 bucket. 
Which of the following options is correct about how an AWS Lambda function’s execution is 
charged? 

A. The number of times the function is executed and the time taken to execute the function. 
B. The time is taken to execute the function. 
C. The number of times the function is executed. 
D. The number of times the function is executed, the time taken to execute the function, and 

the memory consumed by the function during the execution. 
 

Question 24: 
Which of the following AWS service uses machine learning, anomaly detection techniques, 
threat intelligence techniques to identify traffic having potential threats? 

A. AWS Shield Advanced  
B. Amazon GaurdDuty 
C. AWS WAF 
D. AWS Shield Standard 

 

Question 25: 
Which of the following AWS services can you use to secure documents by identifying and 
redacting Personally Identifiable Information (PII)? 

A. Amazon Kendra 
B. Amazon Textract 
C. Amazon Transcribe 
D. Amazon Comprehend 
 

Question 26: 
Which programming language cannot be used to write an AWS Lambda function? 

A. Java 
B. Python 
C. C++ 
D. Ruby 



 

Question 27: 
You are looking for an EC2 instance for 1 month for doing integration testing of the application 
that your team has recently worked on.  You don’t want the testing EC2 instances to be 
interrupted.  Which of the following instance types will be the best fit for this use case? 

A. On-Demand Instance 
B. Reserved Instance 
C. Spot Instance 
D. Dedicated Host 
 

Question 28: 
Which of the following statements is true related to AWS Shield Standard? 

A. AWS Shield Standard cannot protect the Network layer from DDoS attacks. 
B. AWS Shield Standard cannot protect the Transport layer from DDoS attacks. 
C. AWS Shield Standard cannot protect the Application layer from DDoS attacks. 
D. AWS Shield Standard cannot protect CloudFront from layer 3 and layer 4 DDoS attacks. 

 

Question 29: 
You have a use case where you need to use cloud storage for your current tape backup without 
making any change in the existing backup and archive workflow. Which of the following AWS 
Storage features can you use to replace the current on-premises tape backup solution with the 
AWS cloud backup solution cost-effectively? 

A. Tape Gateway 
B. File Gateway 
C. Volume Gateway 
D. AWS Direct Connect 

 

Question 30: 
You are having an availability issue with one of AWS services. Which of the following can help 
you find out if a particular service is available or not? 

A. AWS CloudWatch 
B. AWS CloudTrail 
C. AWS Service Health Dashboard 
D. AWS Systems Manager 

 
 

Question 31: 
Which of the following statements is not true with regards to EC2 instance data transfer? 

A. There is no charge for inbound data transfer across all services in all Regions.  
B. Data transfer from AWS to the internet is charged per service, 
C. If the internet gateway is used to access the public endpoint of the AWS services in the 

same Region, there are no data transfer charges. 
D. If a NAT gateway is used to access the same services, there is a data no processing 

charge. 
 
 



Question 32: 
You have deployed a microservices application on three EC2 instances. You have fronted this 
with Application Load Balancer. You would like to protect the login URL from brute force attacks. 
Which of the following services can you provide protection and monitoring? 

A. AWS Shield Standard 
B. AWS Web Application Firewall (WAF) 
C. AWS Firewall Manager 
D. AWS CloudWatch 

 

Question 33: 
You are working as an AWS consultant for a company that is involved in a cloud migration 
project. The company would like to extend its on-premises IT infrastructure to connect to the 
AWS VPC to speed up some of its projects. The company would like to have a consistent high-
bandwidth connection set up between on-premises and the AWS VPC. Which of the following 
options would you recommend for this use case? 

A. AWS Direct Connect 
B. AWS Site-to-Site VPN 
C. Virtual Private Gateway 
D. Customer Gateway 
 

Question 34: 
You are looking for a large number of computing resources immediately. Which of the following 
instance types will be the best fit for this use case? 

A. On-Demand Instance 
B. Reserved Instance 
C. Spot Instance 
D. Dedicated Host 
 

Question 35: 
Your company has many departments and each of these departments has many AWS accounts. 
There are budget issues, and your finance controller needs to see consolidated AWS billing to 
centralize the cost.  You being the DevOps lead, which of the following AWS services /features 
will you use to consolidate AWS bills of multiple AWS accounts? 

A. AWS Budgets 
B. AWS Organizations 
C. Amazon CloudWatch 
D. AWS Cost and Usage  
 

Question 36: 
You deployed a static web application on S3 and used CloudFront to handle global traffic 
efficiently. You want to protect an application from common web exploits against OWASP's top 
10 security risks. Which of the following services can you use to protect an application from 
common web exploits? 

A. AWS Shield Standard 
B. AWS WAF 
C. AWS Firewall Manager 
D. AWS CloudWatch 



 

Question 37: 
Which of the following AWS services don’t require a VPC to run? (Select Two) 

A. Amazon EC2 
B. Amazon RDS 
C. Amazon S3 
D. Amazon DynamoDB 
E. Elastic Load Balancer 
 

Question 38: 
You have a fleet of 10 EC2 instances running in one AWS Region. You need to apply a patch 
script, which is stored on GitHub, to all of the EC2 instances, but you are only allowed to apply 
patch remotely. Which of the following services can you use to apply the patch script on the fleet 
of all EC2 instances remotely? 

A. AWS Config 
B. Use Run command of AWS Systems Manager 
C. AWS Web Application Firewall (WAF) 
D. Amazon CloudWatch 

 

Question 39: 
You have an application that stores information in DynamoDB. The application also uses S3 to 
store files and images. You are designing a feature for this application where if a user uploads an 
image, the image thumbnail should be displayed quickly. Which of the following AWS services 
will you help you implement this feature cost-effectively? 

A. Amazon EFS 
B. Amazon SageMaker 
C. AWS Elastic Beanstalk 
D. AWS Lambda 
 

Question 40: 
You have two database servers on EC2 instances in a private subnet. You would like these 
instances to connect to the Internet so that they can download the latest patches. Which of the 
following can you use to allow EC2 instances in the private subnet to connect to the Internet? 

A. AWS Direct Connect 
B. NAT Gateway 
C. Customer Gateway 
D. Transit Gateway 

 

Question 41: 
You have a use case where you need to connect your on-premises IT infrastructure to the multiple 
VPC using a consistent high bandwidth connection. Which of the following options would you 
recommend? 

A. AWS Site-to-Site VPN 
B. AWS Direct Connect with Direct Connect Gateway  
C. Virtual Private Gateway 
D. Customer Gateway 
 



 

Question 42: 
You are planning to run a build job. The job is of predictable nature in terms of compute resource 
requirements. You have a Reserved EC2 Instance available. Which of the following is a cost-
effective to run the job using the Docker container on AWS? 

A. ECS on EC2 
B. AWS Fargate 
C. AWS Lambda 
D. AWS Lambda or AWS Fargate 

 

Question 43: 
Your company is involved in modernization projects for many applications to migrate them to 
the AWS cloud. You have been asked to build a design solution for one of the applications in such 
a way as to use AWS services wherever possible so that the application can be more cloud-native. 
The application that you have been assigned to modernize uses LDAP for authentication. Your 
use case is to replace the LDAP with an AWS service in your new design. Which of the following 
services can you use for this use case? 

A. Amazon DynamoDB 
B. Amazon Cognito 
C. Amazon Cloud Directory 
D. AWS Secrets Manager 
 

Question 44: 
You have concerns about a possible DDoS attack on your application and are interested to find 
out bad actors if that happens. Which of the following AWS services can you use to address the 
issue? 

A. AWS Shield Advanced 
B. AWS Shield Standard 
C. Amazon CloudWatch 
D. Amazon Cognito 
 

Question 45: 
You have a fleet of 10 EC2 instances running in one AWS Region. You need to turn off SSH on all 
the instances, but you are only allowed to do it remotely. Which of the following services can you 
use to turn off SSH on all the EC2 instances remotely? 

A. AWS Config 
B. Use State Manager of AWS Systems Manager 
C. AWS Web Application Firewall (WAF) 
D. Amazon CloudWatch 
 

Question 46: 
Which of the following options is true related to the protection provided by AWS Shield 
Standard? 

A. It defends against the most common, frequently occurring Network, Transport, and 
Application layer DDoS attacks. 



B. It defends against the most common, frequently occurring Network, Transport layer 
DDoS attacks. 

C. It defends against the most common, frequently occurring DDoS attacks only at the 
Network layer. 

D. It defends against the most common, frequently occurring DDoS attacks only at the 
Application layer. 

 
 

Question 47: 
You have a use case where you need to connect your on-premises IT infrastructure to the multiple 
250 VPCs using a consistent high bandwidth connection. Which of the following options would 
you recommend? 

A. AWS Site-to-Site VPN 
B. AWS Direct Connect with Transit Gateway 
C. Virtual Private Gateway 
D. Customer Gateway 

 

Question 48: 
You are working as a lead software engineer. You have been asked to translate large volumes of 
text for analysis quickly. Which of the following AWS service can you use for this use case? 

A. Amazon Rekognition 
B. Amazon Transcribe 
C. Amazon Polly 
D. Amazon Translate 
 

Question 49: 
Your company is required to maintain a history of all changes to EC2 to maintain compliance. 
Which of the following services will you use to record the history of changes? 

A. Amazon CloudWatch 
B. AWS CloudTrail 
C. AWS Config 
D. AWS Logs 

 

Question 50: 
Which of the following is not true about VPC Sharing? 

A. If you run out of IPv4 addresses, you can create VPC sharing to utilize the resources more 
efficiently. 

B. The only owner of the VPC can change the configuration or setup, such as creating 
subnets, setting up all the route tables, setting up NACLs, etc. 

C. The owner of the VPC can share the subnet with multiple accounts. 
D. There will be one billing account for all the resources created in a shared subnet. 

 

Question 51: 
You are working as a lead software engineer for a media company. You have been asked to 
quickly document clinical conversations into electronic health record (EHR) systems for analysis.  
Which of the following AWS service can you use for this use case? 

A. Amazon Rekognition 



B. Amazon Transcribe 
C. Amazon Personalize 
D. Amazon Kendra 
 

 

Question 52: 
You are working in a DevOps group of your company. There are concerns about AWS cost, and 
your group has been asked to make sure all Elastic IP Addresses must be used otherwise released. 
Which of the following services will you use to find out if each Elastic IP Address is associated 
with an EC2 instance or not? 

A. Amazon CloudWatch 
B. AWS CloudTrail 
C. AWS Config 
D. AWS X-Ray 
 

Question 53: 
You are working as a lead software engineer. You have been asked to implement a feature in an 
existing application to flag suspicious online payment transactions before processing payments 
and fulfilling orders. Which of the following AWS service can you use for this use case? 

A. Amazon Rekognition 
B. Amazon Fraud Detector 
C. Amazon Kendra 
D. Amazon Textract 

 

Question 54: 
You are working as a lead software engineer. You have been asked to implement features in an 
existing application to add product recommendations, personalized product re-ranking, and 
customized direct marketing. Which of the following AWS service can you use for this use case? 

A. Amazon Rekognition 
B. Amazon Fraud Detector 
C. Amazon Personalize 
D. Amazon Kendra 
 

Question 55: 
Which AWS service can you use make SSH connection to an EC2 instance without opening 
inbound port? 

A. AWS Systems Manager 
B. AWS Systems Manager Session Manager 
C. AWS CloudTrail 
D. AWS Config 
 

Question 56: 
You are working as a lead software engineer. You have been asked to redesign a search feature 
of an existing application to add natural language search capabilities so that employees and 
customers can easily find the right answers to questions when they need them instead of 



searching through troves of unstructured data. Which of the following AWS service can you use 
for this use case? 

A. Amazon Polly 
B. Amazon Kendra 
C. Amazon Rekognition 
D. Amazon Textract 

 

Question 57: 
Which of the following AWS service can you use to eliminate the need to hardcode database 
credentials in getting a connection from the MySQL database? 

A. AWS Shield  
B. Amazon IAM 
C. AWS Secrets Manager 
D. AWS Config 
 

Question 58: 
Which of the following AWS service/feature can you use to scan your AWS infrastructure, 
compare it with AWS best practices, and provides recommended action? 

A. AWS Trusted Advisor 
B. AWS Systems Manager 
C. AWS Shield Advanced 
D. AWS Config  
 

Question 59: 
Which AWS service can quickly process ID documents such as driver's licenses and passports 
issued by the U.S. government? 

A. Amazon Polly 
B. Amazon Kendra 
C. Amazon Rekognition 
D. Amazon Textract 

 

Question 60: 
You have been designing a real-time analytic application, in which if a user submits an order, the 
order information is sent to the DynamoDB database. Which of the following AWS services can 
you use to implement this highly available application cost-effectively? (Select Two) 

A. Amazon Kinesis 
B. Amazon SageMaker 
C. AWS Elastic Beanstalk 
D. AWS Lambda 
E. Amazon EFS 
 

Question 61: 
You are working as an AWS consultant for a client. The client would like to do operational 
planning to predict levels of web traffic, AWS usage, and IoT sensor usage. Which of the 
following AWS services is the best fit for this use case if you need to implement this use quickly? 

A. Amazon Lex 
B. Amazon Kendra 



C. Amazon Rekognition 
D. Amazon Forecast 
 

Question 62: 
Which of the following can you use to connect Window File Server from an EC2 Linux instance? 

A. AWS Systems Manager 
B. Amazon FSx for Windows 
C. Amazon API Gateway 
D. AWS Direct Connect 
 

Question 63: 
Which of the following storage service is transient? 

A. Amazon EFS 
B. Amazon EBS 
C. Amazon S3 
D. Amazon EC2 Instance Store 
 

Question 64: 
You need to access a file from two EC2 instances running in two separate AZs. Which of the 
following storage service can you use for this use case? 

A. Amazon EBS 
B. Amazon S3 
C. Amazon EFS 
D. Amazon EC2 Instance Store 
 

Question 65: 
Which of the following AWS services can you use to enrich events from SaaS applications using 
AWS AI/ML services to gain valuable insights? 

A. Amazon SageMaker 
B. Amazon EventBridge 
C. AWS Glue 
D. Amazon SNS 
 

 

  



 
Test Set 1 - Practice Questions and Answers 

 

Question 1: 
Which of the following is not a pillar of AWS Well-Architected Framework? 

A. Security 
B. Reliability 
C. Scalability 
D. Sustainability  

 

Answer:  C 

 

Explanation 

Correct Option 

Scalability: The AWS Well-Architected Framework is based on the following architectural 
pillars: Operational Excellence, Security, Reliability, Performance Efficiency, Cost Optimization, 
and Sustainability. 
 

 
 
Reference: 



https://aws.amazon.com/architecture/well-architected/ 
 

Incorrect Options 
Security 
Reliability 
Sustainability  
 
These are part of the AWS Well-Architected Framework. 

 

Reference:  

https://aws.amazon.com/architecture/well-architected/ 
 

Question 2: 
Which of the following AWS services can perform multiple builds concurrently? 

A. AWS CodeStar 
B. AWS Code Build 
C. Amazon CodeGuru 
D. AWS CodeCommit 

 

Answer: B 

 

Explanation 

Correct Option: 

AWS Code Build : AWS CodeBuild, which is a fully managed continuous integration (CI) service, 
compiles source code, runs tests, and produces software packages ready to deploy. With AWS 
CodeBuild, you don’t need to provision, manage, and scale your build servers. Instead, AWS 
CodeBuild scales and performs multiple builds concurrently. This helps in builds not left waiting 
in a queue. 

 

Incorrect Options 

AWS CodeStar: AWS CodeStar provides a unified interface to bring all AWS CI/CD-related 
services under one service. 

It brings together the following services: 

• AWS CodeCommit is essentially a managed git source code repository in AWS. 
• AWS CodeBuild, which is like Jenkins. It builds the code and runs tests, and creates 

deployable artifacts. 
• AWS CodeDeploy is an automated software deployment service to deploy your code on 

an EC2 instance or Elastic Beanstalk. 
• AWS Code Pipeline checks out the code, builds it, tests it, and then deploys the code. It 

is a managed CI/CD pipeline. 

Amazon CodeGuru: Amazon CodeGuru is a developer tool powered by machine learning that 
provides intelligent recommendations for improving code quality by identifying applications' 
most expensive lines of code. You can add Amazon CodeGuru to your workflow to identify 

https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/


expensive lines of code to reduce cost. When you add a pull request, Amazon CodeGuru will 
analyze code from the repository for the critical issues and provides a recommendation report. 
The report shows why the issue is flagged, the cost of incurring, and suggestive resolution steps. 

AWS CodeCommit: AWS CodeCommit is a fully managed, secure source control service that 
hosts git-based repositories. You can create a git repository, add files, clone a repository, create a 
pull request, and merge pull requests to the branch. In other words, using AWS CodeCommit, 
you can do all sorts of git operations that you usually do as a developer. 

Reference: 

https://aws.amazon.com/codestar/ 
https://aws.amazon.com/codebuild/ 
https://aws.amazon.com/codeguru/ 
https://aws.amazon.com/codecommit/ 
 

Question 3: 
Which of the following AWS services can you use to find trends related to your AWS cost and 
usage? 

A. AWS CloudWatch Dashboard 
B. AWS Cost Explorer 
C. AWS Organizations 
D. AWS Budgets 
 

Answer: B 
 

Explanation 

Correct Option 

AWS Cost Explorer: AWS Cost Explorer service lets you visualize, understand, and manage your 
AWS costs and usage over time. It has an easy-to-use interface. You can explore your usage and 
costs using graphs or various Cost Explorer canned reports. For example, you can find your total 
AWS cost for the last 12 months and forecast for the current month. You can also get AWS costs 
for individual services, for example, how much you spend on EC2, S3, or any other AWS services. 

The Cost Explorer also shows different trends, for example, if your current month's cost usage is 
down or up for a particular service. If, for the current month, you have uploaded more content 
on S3, then there is a potential for your S3 usage cost to go up. And it may show up in the trend. 
These trends can help you understand your charges and usage pattern to analyze them. The 
analysis may help you reduce AWS costs -- proactively. 

 

https://aws.amazon.com/codestar/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codecommit/


 
 
Screenshot from:  
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/ 
 

Incorrect Options 

AWS CloudWatch Dashboard: This is one of the features of AWS CloudWatch. With this feature, 
you can create a custom dashboard based on your requirements for the kind of metrics you are 
interested in, particularly resources. For example, if you are interested in EC2 instances CPU 
utilization metrics or ConsumeWriteCapacityUnits metrics of DynamoDB. You can set up various 
graphs of resources you are interested in to look at a glance to idea about the assessment of the 
health of the resources. There is a lot to it – you can add live data to the dashboard. In summary, 
with the dashboard, you can quickly get the health of your system. 

AWS Organizations: AWS Organizations is a management service using which you can 
consolidate multiple AWS accounts. The consolidation helps in the central management of 
accounts. As a result, AWS Organizations can help simplify account management – particularly 
for organizations with multiple AWS accounts. For example, AWS Organizations can help create 
automated account creation, apply policies to the group of accounts, and consolidate billing. 
Thus, AWS Organizations provides centralized account and billing management control for 
organizations and companies with multiple AWS accounts. 

AWS Budgets: AWS Budgets give the ability to set custom budgets that alert you when your 
costs or usage exceed your budgeted or forecasted amount. With AWS Budgets, you can be 
alerted by email or SNS notification when actual or forecasted cost and usage exceed your 
budgeted threshold or when your actual RI and Savings Plans' utilization or coverage drops 
below your desired threshold. AWS Budgets can be created at different levels, for example, the 
monthly, quarterly, or yearly levels, and can customize the start and end dates as well. 
Additionally, you can further refine your budget to track costs associated with multiple 
dimensions, such as AWS service, linked account, tag, and others. 

Reference:  

https://aws.amazon.com/aws-cost-management/aws-cost-explorer/ 
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashbo
ards.html 

https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html


https://aws.amazon.com/organizations/ 
https://aws.amazon.com/aws-cost-management/aws-budgets/ 
 

Question 4: 
You have deployed a web application on an EC2 instance which allows users to upload images 
into S3 buckets. You have users all over the world for this application. Which of the following 
services would you use to make the experience as good as possible for worldwide users? 

A. Amazon CloudFront 
B. AWS S3 Accelerator 
C. AWS Global Accelerator 
D. Edge Locations 

 

Answer: B 
 

Explanation 

Correct Option 

AWS S3 Accelerator: Amazon S3 Transfer Acceleration (S3TA) is a file transfer service over long 
distances between the source location and your Amazon S3 bucket. It is fast, easy, and secure. S3 
Transfer Acceleration leverages Amazon CloudFront’s globally distributed AWS Edge Locations. 
As data arrives at an AWS Edge Location, data is routed to your Amazon S3 bucket over an 
optimized network path. 

Amazon S3 Transfer Acceleration is designed to optimize transfer speeds from across the world 
into S3 buckets. So if you are uploading to a centralized bucket from geographically dispersed 
locations, or if you regularly transfer GBs or TBs of data across continents, you may save hours 
or days of data transfer time with S3 Transfer Acceleration. 

 

 
 
Screenshot from: https://aws.amazon.com/s3/transfer-acceleration/ 

 

https://aws.amazon.com/organizations/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/s3/transfer-acceleration/


Incorrect Options 

Amazon CloudFront: Amazon CloudFront is a fast CDN (Content Delivery Network) service. It 
securely delivers data, videos, applications, and APIs to customers globally with low latency and 
high transfer speeds, all within a developer-friendly environment. CloudFront caches data, and 
a subsequent request for a webpage will not go to the origin server but will be served from the 
cache. CloudFront uses Edge Locations to cache content. 

AWS Global Accelerator: It is not used for S3. When you deploy AWS Global Accelerator, you 
bring your remote user as close as possible to the AWS backbone. It is a network layer service 
that you can deploy in front of your Internet-facing applications to improve availability and 
performance for your globally distributed users. You deploy Global Accelerator between users 
on the Internet and the public-facing applications deployed and hosted on AWS. Then, the Global 
Accelerator allows an optimized experience for those users. In addition, it can optimize user 
experience both for TCP and UDP types of applications. 

Like CloudFront, it uses AWS Global network and edge locations for enhanced performance. 
However, it's an overall performance enhancer than an upload speed accelerator. You cannot use 
Global Accelerator to speed up media file uploads into S3. 

Edge Locations: AWS Services use Edge Locations for different purposes. For example, 
CloudFront uses Edge Locations to cache content while Global Accelerator uses Edge Locations 
to find an optimal pathway to the nearest regional endpoint. Amazon S3 Transfer Acceleration 
uses AWS Edge locations to accelerate upload to S3 buckets. This is an incorrect option for this 
question. 

Reference: 

https://aws.amazon.com/global-accelerator 
https://aws.amazon.com/cloudfront/ 
https://aws.amazon.com/s3/transfer-acceleration/ 
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.htm
l 
 

Question 5: 
 
Which of the following design principles is related to the Operational Excellence Pillar of the AWS 
Well-Architected Framework? 

A. Perform operations as code 
B. Protect data in transit and at rest 
C. Experiment more often 
D. Maximize utilization 

https://aws.amazon.com/global-accelerator
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/transfer-acceleration/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html


 

Answer: A 

 

Explanation 

Correct Option 

Perform operations as code: The Operational Excellence pillar deals with the ability to run and 
monitor systems to provide business value. The pillar also talks about continually improving 
supporting processes and procedures. You can apply this engineering discipline to develop the 
entire application code in your cloud environment. 
 
You can define your entire workload, for example, applications, and infrastructure, as code and 
also update them with code. You can also implement your operations procedures as code and 
automate their execution by triggering them in response to events. 
 
The Operational Excellence pillar has the following design principles: 

• Perform operations as code 

• Make a frequent small, reversible change 

• Refine operations procedures frequently 

• Anticipate failure 

• Learn from all operational failures 
 

Incorrect Options 

Protect data in transit and at rest: This is one of the design principles of the Security Pillar. 
Experiment more often: This is one of the design principles of the Performance Efficiency Pillar. 
Maximize utilization: This is one of the design principles of the Sustainability Pillar. 
 

Reference: 
https://aws.amazon.com/architecture/well-architected/ 

 
Question 6: 
Your application is writing logs to CloudWatch. However, there is an issue with the application. 
To troubleshoot the issue, you need to search through around 1000 log files on the CloudWatch. 
Which options on the AWS CloudWatch can you use to run regular expressions like query to 
search through 1000 logs? 

A. Log Groups 
B. Insights 
C. Rules 
D. Event Buses 
 

Answer: B 
 

Explanation 

Amazon CloudWatch is an AWS monitoring and observability service. AWS CloudWatch service 
helps you monitor your applications and resource optimizations, respond to system-wide 
performance changes and provide a unified view of operation health by providing data and 
actionable insights. There are many components or features of the CloudWatch service. It has 

https://aws.amazon.com/architecture/well-architected/


Dashboard, Alarms, Logs, Metrics, X-Ray traces, Events, Application monitoring, and Insights 
sections – these are the main sections. 
 
The CloudWatch service collects data in logs, metrics, and events. After collecting the data, the 
service provides a unified view of AWS resources, applications, and services that run on AWS 
and on-premises servers. You can use CloudWatch to detect anomalies or anomalous behavior in 
your environment. You can set alarms. You can view logs. You can view metrics, take automated 
action, troubleshot issues, and discover insights to keep your applications running as best as 
possible with respect to performance, resource utilization, and cost. 
 
The question is how it works. There are four sections to how CloudWatch works: Collect, 
Monitor, Act, and Analyze. 
 

 
 

In the Collect section, the services collect all kinds of data (CloudWatch uses more specific data 
analytic term “metrics”) logs from various services and resources in the system. You can also 
send custom log data from your applications to CloudWatch, for example, log data from AWS 
Lambda or EMR. For example, EC2 collects data for 38 different types of metrics. If you are 
interested to know CPU utilization metrics, you can find them in the CloudWatch. 
 
Then there is a Monitor section. Once you have collected data, you can monitor the data with the 
help of a dashboard in monitoring resources and applications. You can view raw data, query 
them, and view graphs. In addition, you can view them based on periods and other ways. 
 
Then there is the “Act” part. You can also automate them in response as data is ingested into the 
CloudWatch system. For example, you can set up an Auto Scaling service based on the 
CloudWatch event. If the CloudWatch event finds that your CPU utilization exceeds over 75%, 
new a new EC2 instance can be launched by the Auto Scaling service. You can also act on those 
data by setting up an alarm in another example. For example, if your bill exceeds 70% of the 
maximum target budget for the current month, you can utilize CloudWatch alarm to send you a 
notification in the form of an email. 
 
You can act on data collected, but you can also analyze collected data for up to 1-second metrics 
and data retentions for up to 15 months for various metrics. These metrics can help you in real-



time analytics and host other analyses you can do with the collected data. So, it’s a constant 
feedback loop of getting the data, monitoring, acting, analyzing, and then tuning the system. 
 
This is what CloudWatch is what it does in a nutshell. 
 
So, the main idea about the workflow of the CloudWatch system is that you collect data, monitor 
them, act on them, analyze them, and tune the system to work the way you want the resource 
utilization to optimize the performance and reduce your overall cost. 
 
Now let’s look into the CloudWatch console to get an idea about various features of the 
CloudWatch service. First, the CloudWatch console or home page shows the summary of what’s 
going on with different resources if any recent alarms are fired. This page is more geared to if you 
have configured alarms in your account, for example, a Billing alarm to get a notification you bill 
is crossing 75% of your total budget for the current month. 

CloudWatch Home page 

 
 
CloudWatch can be considered an umbrella service consisting of many small components or 
features. As you can see in the screenshot above on the left side, they are many. It has Dashboard, 
Alarms, Logs, Metrics, X-Ray traces, Events, Application monitoring, and Insights sections – these 
are the main sections. 
 
CloudWatch can be considered an umbrella service consisting of many small components or 
features. As you can see in the screenshot above on the left side, they are many. It has Dashboard, 
Alarms, Logs, Metrics, X-Ray traces, Events, Application monitoring, and Insights sections – these 
are the main sections. 
 

Correct Option 

Insights: The logs section is handy for assessing what’s going on in your application. The Logs 
section is separated into two groups: Log groups and Insights. Log groups are just data dumps 
for your log files. Insights is a relatively new feature, where you can run SQL looking of kind of 
query to search through log files. It is very powerful -- you can run regular expression types of 



query, group, etc. This is very handy as searching through logs for a piece of particular 
information is a bit involved and not easy as there may be log files in 100 or 1000. And searching 
for information through many files is a bit involved process. 
 

Incorrect Options 

Log Groups: The logs section is handy for assessing what’s going on in your application. The 
Logs section is separated into two groups: Log groups and Insights. Log groups are just data 
dumps for your log files. 
Rules 
Event Buses 
 
Both of these are incorrect options. The CloudWatch Events section is divided into two sections 
Rules and Event Buses. You can create a Rule and add an event pattern to hook that to a Lambda 
function, or you can add a scheduled event such as running a Lambda function every 30 min. 
You can configure it to pass input to the Lambda function as well. The Event Buses section is 
related to event delegation. 
 

Reference: 
https://aws.amazon.com/cloudwatch/ 
 

Question 7: 
Which of the following is the most efficient way to access DynamoDB from an application 
running on an EC2 instance? 

A. Internet Gateway Endpoint 
B. VPC Gateway Endpoint 
C. VPC Interface Endpoint 
D. Virtual Private Endpoint 

 

Answer:  B 
 

Explanation 

Correct Option 

VPC Gateway Endpoint: Many AWS services live outside VPC in the public address space, such 
as DynamoDB, S3, CloudWatch, AWS Lambda, etc. We know how we can access them using 
AWS Direct Connect from the on-premises data center – but what about accessing them within 
your VPC. 
 
For this use case, there are different types of endpoints. Internet Gateway Endpoint, VPC 
Gateway Endpoint, VPC Interface Endpoints. Internet Gateway Endpoint uses the Internet 
Gateway of the VPC and uses the Internet to connect services in the public address space. VPC 
Gateway Endpoint is used only with S3 and DynamoDB. It is much more efficient as it privately 
communicates without going through the Internet and using public IP addresses. VPC Interface 
Endpoints are used by all the other available services (except S3 and DynamoDB) such as AWS 
Web Service API inside your VPC. 
 

https://aws.amazon.com/cloudwatch/


 
 

Incorrect Options 

Internet Gateway Endpoint: This is incorrect. This is not efficient as it uses the Internet 
connection. 
VPC Interface Endpoint: This is incorrect. VPC Interface Endpoints are used by all the other 
available services (except S3 and DynamoDB) such as AWS Web Service API inside your VPC. 
Virtual Private Endpoint: This is a made-up option. 
 

Reference: 

https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html 
 

Question 8: 
Which AWS services should you use to detect customer sentiment and analyze customer 
interactions to categorize inbound support requests automatically? 

A. Amazon Kendra 
B. Amazon Textract 
C. Amazon Transcribe 
D. Amazon Comprehend 
 

 

Answer: D 
 

Explanation 

Correct Option 

Amazon Comprehend: Amazon Comprehend applies natural-language processing (NLP) to 
uncover valuable insights and relationships in unstructured text. Regarding the use cases of this 
service, it can be used to mine business and call center analytics, for example, to detect customer 
sentiment and analyze customer interactions to categorize inbound support requests 
automatically. In another use case, the service can index and search product reviews by focusing 
on context and sentiment, not just keywords. You can also use the Amazon Comprehend service 
to secure your documents by identifying and redacting Personally Identifiable Information (PII). 

https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html


 

Incorrect Options 

Amazon Kendra: Amazon Kendra is a fully managed intelligent search service that adds natural 
language search capabilities. Amazon Kendra reimagines enterprise search for websites and 
applications so that employees and customers can easily find the right answers to questions when 
they need them. How Kendra does it -- Kendra does it by searching through troves of 
unstructured data to provide the right answer. 

Amazon Textract: Amazon Textract service enables you to add document text detection and 
analysis to your applications easily. Using Amazon Textract, customers can automatically extract 
text and data from millions of scanned documents in just hours. Amazon Textract has many use 
cases. For example, you can use Amazon Textract to detect typed and handwritten text in various 
documents. In another use case, using the Amazon Textract Document Analysis API, you can 
extract text, forms, and tables from structured data documents. You can process invoices and 
receipts with the AnalyzeExpense API in another use case. Finally, by using the AnalyzeID API, 
you can process ID documents such as driver's licenses and passports issued by the U.S. 
government. 

Amazon Transcribe: Amazon Transcribe service helps you quickly add high-quality speech-to-
text capabilities to your applications. For example, you can quickly extract actionable insights 
from customer conversations. In another use case, content producers can use this service to 
convert audio and video assets into fully searchable content automatically. For example, you can 
create subtitles for your broadcast content to increase accessibility and improve customer 
experience. Amazon Transcribe service can be used in the medical field as well. For example, 
medical doctors and practitioners can use Amazon Transcribe Medical to quickly document 
clinical conversations into electronic health record (EHR) systems for analysis. 

Reference:  

https://aws.amazon.com/comprehend/ 
https://aws.amazon.com/kendra/ 
https://aws.amazon.com/textract/ 
https://aws.amazon.com/transcribe/ 
 

Question 9: 
Which of the following is a persistent block storage service? 

A. Amazon EFS 
B. Amazon EBS 
C. Amazon S3 
D. Amazon EC2 Instance Store 
 

Answer: B 

 

Explanation 

Correct Option 

Amazon EBS: Amazon EBS is an easy-to-use, high-performance, block-storage service designed 
to store persistent data with Amazon EC2 instances. It is a block-storage service and not a file 

https://aws.amazon.com/comprehend/
https://aws.amazon.com/kendra/
https://aws.amazon.com/textract/
https://aws.amazon.com/transcribe/


storage service. It is designed to work with EC2 for both throughput and transaction-intensive 
workloads at any scale. Many workloads, such as enterprise applications, containerized 
applications, and many other types of applications, are widely deployed on Amazon EBS. An EBS 
can only be mounted to one EC2 instance at a time. 

 

Incorrect Options 

Amazon EFS: Amazon EFS is a cloud-native, serverless, and fully managed file system that is 
accessible from Linux instances via the NFS protocol. You only pay for what you use for the 
storage, for reading and writing access to data stored in Infrequent Access storage classes, and 
for any provisioned throughput. 

It is built to scale on-demand to petabytes without disrupting applications. The EFS scales out 
and scales in automatically as you add and remove files. As a result, you don't need to provision 
and manage capacity to accommodate growth. In addition, Amazon EFS is designed to provide 
massively parallel shared access to thousands of EC2 instances. Thus, enabling your applications 
to achieve high aggregate throughput and IOPS with consistent low latency. Furthermore, there 
is no minimum fee or setup charge. 

Amazon S3: Amazon S3 is an object storage service offering scalability, data availability, security, 
and performance. Customers having various use cases can use S3 to store, protect, and retrieve 
any amount of data for different use cases at any time, from anywhere for a range of use cases, 
such as data lakes, websites, mobile applications, backup and restore, archive, enterprise 
applications, IoT devices, and big data analytics. 

Amazon EC2 Instance Store: An instance store is temporary block-level storage for an EC2 
instance. An instance store provides temporary block-level storage for your EC2 instances. The 
instance store storage is located on disks that are physically attached to the host computer. An 
instance store is ideal for the temporary storage of information that frequently changes, such as 
buffers, caches, and other temporary content. The key point to note about Instance Store is that it 
is temporary storage. What it means is that the data is lost if the instance experiences failure or 
when the instance is terminated. 



 
 
Screenshot from:  
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html 
 

Reference:  
https://aws.amazon.com/efs/ 
https://aws.amazon.com/ebs/ 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html 
https://aws.amazon.com/s3/ 
 

Question 10: 
You have been planning to deploy an event-driven microservices applications to the AWS cloud. 
You have around 200 microservices in the application. Which of the following services of AWS 
you can use to help troubleshoot performance issues of a particular microservice? 

A. Amazon Macie 
B. AWS Lambda 
C. AWS CodeStar 
D. AWS X-Ray 
 

 

Answer: D 
 

Explanation 

Correct Option 

AWS X-Ray: AWS X-Ray helps developers analyze and debug distributed applications, such as 
applications developed using microservices. AWS X-Ray can help you understand how your 
application and its underlying services are performing to identify and troubleshoot the root cause 
of performance issues and errors. In addition, x-Ray provides an end-to-end view of requests 
traveling through your application and shows a map of your application's underlying 
components. 
 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html
https://aws.amazon.com/efs/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html
https://aws.amazon.com/s3/


Incorrect Options 

Amazon Macie: Amazon Macie, which is a fully-managed data security and data privacy service, 
uses machine learning and pattern matching to discover, classify, monitor, protect and report 
your sensitive data in AWS S3 buckets. 
 
Managing volumes of data as it grows can be challenging, complex, and expensive, particularly 
at scale, particularly in industries that have strong regulations such as HIPPA and GDPR. 
Amazon Macie helps automate the discovery of sensitive data at scale and thus lowers the cost of 
protecting your data. 

Amazon Macie automatically offers a list of unencrypted buckets, publicly accessible buckets, 
and buckets shared with AWS accounts outside of AWS Organizations. Macie then alerts you 
about personally identifiable information (PII), such as personal data, financial data, and health-
related data, by applying machine learning techniques, including pattern matching to the buckets 
you select. 

AWS Lambda: AWS Lambda enables you to execute code without provisioning or managing 
servers. Instead, you are charged based on the number of requests for your functions and the 
duration it takes for your code to execute. AWS Lambda executes code in response to events such 
as object uploads to S3, updates to DynamoDB tables, or other events such as website clicks. Once 
you upload code to Lambda, Lambda handles all the capacity related to resource provisioning, 
scaling, patching, and administration of infrastructure to run your code. It also provides visibility 
into performance by publishing real-time metrics and logs to Amazon CloudWatch. Your job is 
only to write code. 

AWS CodeStar: AWS CodeStar provides a unified interface to bring all AWS CI/CD-related 
services under one service. 

It brings together the following services: 

• AWS CodeCommit is essentially a managed git source code repository in AWS. 
• AWS CodeBuild, which is like Jenkins. It builds the code and runs tests, and creates 

deployable artifacts. 
• AWS CodeDeploy is an automated software deployment service to deploy your code on 

an EC2 instance or Elastic Beanstalk. 
• AWS Code Pipeline checks out the code, builds it, tests it, and then deploys the code. It 

is a managed CI/CD pipeline. 

Reference:  
https://aws.amazon.com/codestar/ 
https://aws.amazon.com/lambda/ 
https://aws.amazon.com/macie/ 
https://aws.amazon.com/xray/ 
 

Question 11: 
Which of the following services can you use to get recommendations about what Reserved 
Instances to purchase based on your historical AWS usage? 

https://aws.amazon.com/codestar/
https://aws.amazon.com/lambda/
https://aws.amazon.com/macie/
https://aws.amazon.com/xray/


A. AWS CloudWatch Dashboard 
B. AWS Cost Explorer 
C. AWS Organizations 
D. AWS Budgets 
 

Answer: B 
 

Explanation 

Correct Option 

AWS Cost Explorer: AWS Cost Explorer service lets you visualize, understand, and manage your 
AWS costs and usage over time. It has an easy-to-use interface. You can explore your usage and 
costs using graphs or various Cost Explorer canned reports. For example, you can find your total 
AWS cost for the last 12 months and forecast for the current month. You can also get AWS costs 
for individual services, for example, how much you spend on EC2, S3, or any other AWS services. 

The Cost Explorer also shows different trends, for example, if your current month's cost usage is 
down or up for a particular service. If, for the current month, you have uploaded more content 
on S3, then there is a potential for your S3 usage cost to go up. And it may show up in the trend. 
These trends can help you understand your charges and usage pattern to analyze them. The 
analysis may help you reduce AWS costs -- proactively. 

 
 
Screenshot from: 
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html 
 

https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html


 
 
Screenshot from:  
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/ 
 

Incorrect Options 

AWS CloudWatch Dashboard: This is one of the features of AWS CloudWatch. With this feature, 
you can create a custom dashboard based on your requirements for the kind of metrics you are 
interested in, particularly resources. For example, if you are interested in EC2 instances CPU 
utilization metrics or ConsumeWriteCapacityUnits metrics of DynamoDB. You can set up various 
graphs of resources you are interested in to look at a glance to idea about the assessment of the 
health of the resources. There is a lot to it – you can add live data to the dashboard. In summary, 
with the dashboard, you can quickly get the health of your system. 

AWS Organizations: AWS Organizations is a management service using which you can 
consolidate multiple AWS accounts. The consolidation helps in the central management of 
accounts. As a result, AWS Organizations can help simplify account management – particularly 
for organizations with multiple AWS accounts. For example, AWS Organizations can help create 
automated account creation, apply policies to the group of accounts, and consolidate billing. 
Thus, AWS Organizations provides centralized account and billing management control for 
organizations and companies with multiple AWS accounts. 

AWS Budgets: AWS Budgets give the ability to set custom budgets that alert you when your 
costs or usage exceed your budgeted or forecasted amount. With AWS Budgets, you can be 
alerted by email or SNS notification when actual or forecasted cost and usage exceed your 
budgeted threshold or when your actual RI and Savings Plans' utilization or coverage drops 
below your desired threshold. AWS Budgets can be created at different levels, for example, the 
monthly, quarterly, or yearly levels, and can customize the start and end dates as well. 
Additionally, you can further refine your budget to track costs associated with multiple 
dimensions, such as AWS service, linked account, tag, and others. 

 

https://aws.amazon.com/aws-cost-management/aws-cost-explorer/


Reference: 
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/ 
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboar
ds.html 
https://aws.amazon.com/organizations/ 
https://aws.amazon.com/aws-cost-management/aws-budgets/ 
 

Question 12: 
Which of the following statements is not true about Security Group? 

A. EC2 Security Groups are stateless. 
B. You can assign multiple Security Groups to an EC2 instance. 
C. There are quotas about how many rules per Security Groups allowed. 
D. When you create VPC, it comes with a default Security Group. 

 

Answer: A 
 

Explanation 

Correct Option 

Security Groups are stateless: Security Groups are stateful. Security groups are AWS distributed 
firewalls. They protect your EC2 instances from controlling incoming and outgoing traffic. 
Inbound rules control the incoming traffic to your instance, and outbound rules control the 
outgoing traffic from your instance. Security groups act at the instance level, not the subnet level, 
controlling inbound and outbound traffic. The important point to know about the AWS Security 
Group, or in general, about any firewall, is that they are stateful. So, if a request is allowed, a 
response is automatically allowed. 

 

Incorrect Options 

You can assign multiple Security Groups to an EC2 instance: You can assign one or more than 
one security group to an EC2 instance. 
There are quotas about how many rules per Security Groups allowed: You can have 60 
inbounds and 60 outbound rules per security group. 
When you create VPC, it comes with a default Security Group:  Each VPC comes with a default 
Security Group. 
 

https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/organizations/
https://aws.amazon.com/aws-cost-management/aws-budgets/


 
Reference:  

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-
groups.html 
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html 
 

Question 13: 
You have a use case where you need to use on-premises data to build machine learning models 
using AWS SageMaker. Which of the following AWS Storage Gateway types can you use to copy 
on-premises files to S3 cost-effectively? 

A. Tape Gateway 
B. File Gateway 
C. Volume Gateway 
D. AWS Direct Connect 

 

Answer: B  

 

Explanation 

Correct Option 

File Gateway: The File Gateway is one of the Storage Gateway types. The File Gateway is used 
to integrate on-premises IT infrastructure to Amazon S3. For example, you can use File Gateway 
-- using NFS and SMB protocol -- to copy on-premises data such as files to Amazon S3. You can 
take advantage of different S3 storage classes to cost-effectively manage accessibility, durability, 
and retention. 

Regarding the use case of File Gateway, you can use File Gateway to manage a hybrid workload, 
which requires access to both on-premises and AWS Cloud environments. The File Gateway can 
be used for big data analytic use cases. For example, you can use File Gateway to copy on-
premises data to S3. And there, you leverage AWS services such as EMR, Athena, or Glue to build 
and run ETL jobs or can perform ad hoc analytics. 

You can also leverage AWS machine learning services such as SageMaker, Forecast, and 
Rekognition to build and run machine models. 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html


You can also use data copied on S3 as backup copy by applying various retention policies. 

Incorrect Options 

Tape Gateway:  The Tape Gateway is one of the Storage Gateway types. The Tape Gateway helps 
offload your tape back up to the AWS Cloud without disturbing your existing on-premises 
backup workflow. The Tape Gateway allows you to continue to rely on the current backup 
workflow, yet you can copy your data to Amazon S3 and then archive it to Glacier as a backup. 
In addition, his Tape Gateway is compatible with typical backup applications such as Dell EMC 
NetWorker and Microsoft System Center Data Protection Manager. 

Volume Gateway: The Volume Gateway is one of the Storage Gateway types The File Gateway 
presents your on-premises application to access S3 storage. On the other hand, the Volume 
Gateway offers your on-premises application to access iSCSI block storage such as EBS volume. 
In other words, File Gateway is used to access object storage such as S3, while Volume Gateway 
is used to access block storage such as EBS. 

AWS Direct Connect: The AWS Direct Connect is not one of the AWS Storage Gateway types. 
AWS Direct Connect helps make it easy to set up a dedicated network connection from your on-
premises data center to the AWS cloud, which can reduce your network costs, increase bandwidth 
throughput, and provide a more consistent network experience than Internet-based connections. 
The AWS Direct Connect is a physical connection. However, AWS Direct Connect does not 
encrypt your traffic in transit. 

Reference:  

https://aws.amazon.com/storagegateway/ 
https://aws.amazon.com/directconnect/ 
 

Question 14: 
You have many developers in your organization who are busy architecting, designing, and 
developing the code using Java as the main programming language. Your senior developers who 
are involved in the code review process complain about not having enough bandwidth for quality 
code review. In addition, there are many critical pull requests which are pending to be reviewed. 
Which of the following AWS tools can you use to help speed the code review process? 

A. AWS CodeStar 
B. AWS CodeBuild 
C. Amazon CodeGuru 
D. AWS CodeCommit 
 

 

Answer: C 
 

Explanation 

Correct Option 

Amazon CodeGuru: Every day, millions of developers analyze codes and find issues to help 
solve performance issues, yet code issues still occur. This results in additional infrastructure costs 
and poor customer satisfaction. 

https://aws.amazon.com/storagegateway/
https://aws.amazon.com/directconnect/


Amazon CodeGuru is a developer tool powered by machine learning that provides intelligent 
recommendations for improving code quality by identifying applications' most expensive lines 
of code. You can add Amazon CodeGuru to your workflow to identify expensive lines of code to 
reduce cost. When you add a pull request, Amazon CodeGuru will analyze code from the 
repository for the critical issues and provides a recommendation report. The report shows why 
the issue is flagged, the cost of incurring, and suggestive resolution steps. 

CodeGuru Reviewer uses machine learning to help identify critical issues such as security 
vulnerabilities and hard-to-find bugs during application development and provides 
recommendations to improve code quality. 

CodeGuru Profiler pinpoints an application’s most expensive lines of code by helping developers 
understand the runtime behavior of their applications, identify and remove code inefficiencies, 
and improve performance. In addition, it significantly decreases compute costs. 

 
 
Screenshot from: https://aws.amazon.com/codeguru/ 
 

Incorrect Options 

AWS CodeStar: AWS CodeStar provides a unified interface to bring all AWS CI/CD-related 
services under one service. 

AWS CodeBuild: AWS CodeBuild, which is a fully managed continuous integration (CI) service, 
compiles source code, runs tests, and produces software packages ready to deploy. With AWS 
CodeBuild, you don’t need to provision, manage, and scale your build servers. Instead, AWS 
CodeBuild scales and performs multiple builds concurrently. This helps in builds not left waiting 
in a queue. 

AWS CodeCommit: AWS CodeCommit is a fully managed, secure source control service that 
hosts git-based repositories. You can create a git repository, add files, clone a repository, create a 
pull request, and merge pull requests to the branch. In other words, using AWS CodeCommit, 
you can do all sorts of git operations that you usually do as a developer. 

https://aws.amazon.com/codeguru/


 
Reference:  
https://aws.amazon.com/codestar/ 
https://aws.amazon.com/codebuild/ 
https://aws.amazon.com/codeguru/ 
https://aws.amazon.com/codecommit/ 
 

Question 15: 
 

Which of the following services is FREE? 
A. AWS WAF 
B. AWS Shield Advanced 
C. AWS Shield Standard 
D. Amazon S3 

 

Answer: C 
 

Explanation 

Correct Option 

AWS Shield Standard: All AWS customers get the default AWS Shield protection for most 
common DDoS attacks, by default with no additional charge. It protects from Layer 3 and Layer 
4 DDoS attacks for any AWS resource in any AWS Region. It protects against common network 
attacks such as SYN floods, UDP floods, Reflection attacks, etc., at layer three and layer 4 for any 
Resources in any AWS Region. 
 

 
It provides comprehensive defense on layer 3 (Network) and layer 4 (Transport) for the most 
common DDoS network attacks for CloudFront and Route 53. In other words, if you have your 
EC2 instance fronted with CloudFront or if you have a DNS request hitting Route 53, you are 
protected at Layer 3 and Layer 4 of DDoS attacks. 
 

https://aws.amazon.com/codestar/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codecommit/


Incorrect Options 

AWS WAF: AWS WAF is a paid service. AWS Web Application Firewall (WAF), which is a layer 
seven firewall, helps protect web applications and APIs against common web exploits and bots 
that may affect applications' availability and compromise their security. Sometimes they may 
consume excessive resources to impact the performance of the overall system. AWS WAF helps 
protect web applications from attacks by allowing you to configure rules that will enable, block, 
or monitor web requests based on conditions that you define. These conditions include IP 
addresses, HTTP headers, HTTP body, URI strings, SQL injection, and cross-site scripting. In 
addition, you can use the IP address-based match rule to block specific geographies. 

AWS Shield Advanced: AWS Shield Advanced is a paid service. Being a paid service, it provides 
additional protection and a number of benefits. It also provides WAF. With AWS Shield 
Advanced, AWS does additional detection and monitoring. In particular, AWS WAF looks into 
network flows and data streams more at a customer level, which helps in anomaly detection at a 
little more granular level. This helps in providing visibility to AWS Shield Advanced customers, 
which is not available for AWS Shield Standard customers. 

Amazon S3: Amazon S3 is a paid service. It is an object storage service offering scalability, data 
availability, security, and performance. Customers having various use cases can use S3 to store, 
protect, and retrieve any amount of data for different use cases at any time, from anywhere for a 
range of use cases, such as data lakes, websites, mobile applications, backup and restore, archive, 
enterprise applications, IoT devices, and big data analytics. 

Reference: 
https://aws.amazon.com/waf/ 
https://aws.amazon.com/s3/ 
https://aws.amazon.com/shield/ 
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html 

 

 

https://aws.amazon.com/waf/
https://aws.amazon.com/s3/
https://aws.amazon.com/shield/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
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